Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto oT 18 deBpans 2013 r. N 21 "O6

Mpukas ®egepanbHOM CNyX0bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTposto oT 18 ¢heBpans
2013 r. N 21 "O6 yTBepxaeHuu CoctaBa U cogepkKaHUs OpraHM3auMoOHHbIX U TEXHUYECKUX Mep
no o6ecne4yeHMo 6€30NacHOCTU NepcoHarbHbIX AaHHbIX NPU X 06paboTke B
MH(POPMaLIMOHHBbIX CUCTEMAX NepCoHarnbHbIX AaHHbIX" (C UBMEHEHUSIMU U JOMOSTHEHUAMM)

C n3MeHeHHUSIMU H JONOJTHEHUSIMH OT:

C U3MEHEHUSIMH U IOMIOJIHEHUSMH OT:
23 mapta 2017 ., 14 mas 2020 r.

B cootBercTtBHU ¢ YacTbio 4 ctaTb 19 denepansHoro 3akona ot 27 utoist 2006 r. N 152-d3 "O
riepcoHanbHBIX AaHHBIX" (CoOpanue 3akoHOAarenbcTBa Poccuiickoit enepanmm, 2006, N 31, cr. 3451; 2009,
N 48, ct. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, ct. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23,
cT. 3263; N 31, cr. 4701) u [NonoxeHnem o ®denepanbHOU CIy)Oe MO TEXHUYESCKOMY H DKCIOPTHOMY
KOHTpOJIIIO, yTBepXkIeHHbIM YKa3oMm Ilpesunenta Poccuiickoir ®enepamum ot 16 asrycra 2004 r. N 1085
(CoOpanue 3axonomarenbcTBa Poccuiickoit ®@enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, cT. 818), npukassiBato:

1. YrBepmuth mpuiaraembie COCTaB M COLEPXaHWE OpPraHM3allMOHHBIX M TEXHHUYECKHX Mep 0
oOecrieueHUI0 Oe30MaCHOCTH IIePCOHANBHBIX NAaHHBIX NPH HUX 00paboTKe B WH(OPMAIMOHHBIX CHCTEMaXx
NEePCOHATBHBIX JaHHBIX.

2. Tlpuznate ytpartuBmmMm cuiny Mpvkad ®CTOK Poccum ot 5 despans 2010 r. N 58 "O6
yrBepkaeHun IlonokeHus o merogax M crocobax 3amuThl MHGOpMaLuM B MH(OPMALMOHHBIX CHCTEMax
TIepCOHANBHBIX MaHHBIX" (3apeructpupoBaH MwunioctoM Poccuu 19 despams 2010 r., perucTpannoOHHBINA
N 16456).

Hupexrop DenepanbHON ciyKObI
II0 TEXHHYECKOMY M 9KCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBaHo B Muntocte PO 14 mas 2013 1.
Peructpauuonnsiii N 28375

Cocras u cofep:kaHue
OPraHU3ALHOHHBIX H TeXHHYECKHX Mep 110 ofecriedyeHHI0 0e30MACHOCTH ePCOHAIbHBIX JAHHBIX NIPH HX
00patoTke B MH(POPMANUOHHBIX CHCTEMAX MEPCOHATbHBIX JAHHBIX
(yTB. NpUKasoM DexepaibHOM €IYyKObI 10 TEXHUYECKOMY H IKCIIOPTHOMY KOHTPOJII0 0T 18 (heBpasis
2013r. N 21)

C u3MeHeHUsIMHU U JOIMOJTHCHUSAMMU OT:

C u3MeHeHUsIMH U AONOJHEHHUSIMH OT:
23 mapra 2017 r., 14 mas 2020 .

I. O0mue moso:KeHHus

1. Hacrosiuii TOKyMeHT pa3paboTaH B COOTBETCTBHH C HaCTbio 4 cTaTbu 19 denepanbpHOro 3akoHa
or 27 wmrona 2006 r. N 152-®@3 "O mepconambHbIX maHHBEIX" (CoOpaHme 3akoHOmaTenhcTBa Poccuiickoit
Denepanmu, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, c1. 4173,
cT. 4196; N 49, ct. 6409; 2011, N 23, c1. 3263; N 31, cT. 4701) u ycTaHaBIMBaeT COCTaB W COICpIKAHUE
OpPTaHM3alMOHHBIX M TEXHHYECKHX Mep IO 00ecredeHuIo 0e30MacHOCTH NEePCOHANBHBIX NAaHHBIX MpPU HX
00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JaHHBIX (Janee - Mepsl MO0 0OECHEYCHHIO
0e301acHOCTH NEePCOHANBHBIX JAHHBIX) AJS KaXIOro M3 YPOBHEH 3aIIMINEHHOCTH MEPCOHANBHBIX IaHHBIX,
YCTaHOBJICHHBIX B |PebOBaHMSX K 3alMTe MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMAIMOHHBIX
CUCTEMAX IIEPCOHAIBHBIX JAHHBIX, YTBEPXKICHHBIX MOCTaHoBlieHneM IIpasurenscrtBa Pocculickoi
Oenepanmu ot 1 HOsOps 2012 1. N 1119 (Cobpanue 3akoHomarenscTBa Poccuiickoit @enepannu, 2012, N 45,
cT. 6257).

Mepel o obecrieueHHI0 0O€30MACHOCTH MEPCOHANBHBIX JaHHBIX TPUHUMAIOTCS ISl 3alUThI
MEPCOHANBHBIX JAaHHBIX OT HETMPABOMEPHOTO WM CIYyYalHOTO JIOCTYINAa K HHM, YHUYTOXXEHHS, W3MEHCHUS,
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OJIOKMPOBaHMSI, KOIMPOBAHHMS, TIPEIOCTABICHUS, PACIPOCTPAHEHHS NIEPCOHANBHBIX JAHHBIX, & TAKXKE OT WHBIX
HETPaBOMEPHBIX JICHCTBUI B OTHOIICHUH MTEPCOHAITBHBIX TAHHBIX.

B Hacrosimem JOKyMEHTEe HE pacCMaTpUBAIOTCS BOMPOCH! 00ecredeHus! 0€30MacHOCTH NePCOHAIBHBIX
JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSIKE K CBEACHMSM, COCTABIISIOIIMM TOCYAApPCTBEHHYIO TailHy, a
TaKXXe€ Mephl, CBS3aHHBIE C TPUMEHEHHEM IIH(POBATIBHBIX (KPUNTOrpaUUecKUX) CPEICTB 3alLUTHI

rH(pOpMAITUH.
2. be3omacHOCTh MEPCOHAJBHBIX JAaHHBIX HOpU HX 00paboTke B WHPOPMALMOHHOH cHcTEMe
MEPCOHANBHBIX JAaHHBIX (Hamee - WHQOpPMAIMOHHAs CHCTEMa) OOecleuMBacT ONepaTop WM JIUIO,

ocylecTBIsIoee  00pabOTKYy MEPCOHANBHBIX JaHHBIX 10 IOPYYEHHIO OIepaTopa B COOTBETCTBUU C
3aKkoHojarensbcTBoM Pocculickoit @enepanuu.

st BeIMONTHEHHS paboT 1o obecrieueHnio 0e30MacHOCTH MePCOHAIBHBIX JJAaHHBIX MPpH X 00padoTKe B
UHQOPMAIIMOHHON CcUCTEeME B COOTBETCTBHM C 3aKOHOAATenbcTBOM Poccuiickorr ®enepannu  MoryT
MIPUBJIEKATHCA Ha JIOTOBOPHOW OCHOBE IOPHIMYECKOE JUI0 WM WHIANBUAYAJIbHBIA TPEANPUHIMATENb,
VMMEIOIIHE JUIEH3HUIO Ha ACATEIHHOCTH 110 TEXHIHUECKOH 3amuTe KoH(UACHINATbHON HH(popManny.

3. Mepsl no obecrnieyeHn0 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX PEATU3YIOTCS B PAMKaxX CHUCTEMbI
3aIIUThI TIEPCOHABHBIX JTaHHBIX, CO3/[aBAEMON B COOTBETCTBHHU C | PebOBaHMSAMY K 3amuTe MepCOHATbHBIX
JaHHBIX NpH HX 00paboTke B MH(POPMALMOHHBIX CHCTEMAaxX IEPCOHAIBHBIX MAAHHBIX, YTBEP)KICHHBIMHU
noctaHosneHvem IlpasurenscrBa Poccuiickoit @enepannu ot 1 HOs1Ops 2012 r. N 1119, u 00mKHBEI OBITH
HanpaBJICHbl Ha HEUTPAIU3aLHUIO aKTyalbHBIX YTP03 0€30M1aCHOCTH EPCOHATBHBIX JaHHBIX.

4. Mepsl 1o oOecredeHUI0 O€30MAaCHOCTH TEPCOHAJBHBIX JAHHBIX PEaju3yIOTCs B TOM 4YHCIE
MOCPEICTBOM MpPUMEHEHUS B HMH()OPMAIMOHHOM CHCTEME CpEACTB 3allUThl MH(QOPMAIHMH, MPOIMICAIINX B
YCTaHOBJIEHHOM TOPSJKE MPOLEAYPY OLIEHKH COOTBETCTBUS, B CIyyasX, KOTJa MPUMEHEHHE TaKHUX CpEJICTB
HEOOXOMMO ISl HEWTpaIu3aliuy akTyalbHBIX YIPO3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX.

I'APAHT: Hymepanyst myHKTOB IPUBOAUTCSA B COOTBETCTBUU C HICTOYHUKOM

6. Ouenka >(h(EeKTUBHOCTH PEATU30BAHHBIX B paMKaX CHCTEMbI 3allUThl IEPCOHATBHBIX JTaHHBIX MEp
o 00ECIEeYCHUI0 OE30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX IMPOBOJMTCS ONEPATOPOM CAMOCTOSTEIILHO WU C
MPHUBJICUCHUEM Ha IOTOBOPHOU OCHOBE IOPUIUYECKUX JIUIl U HHAUBUAYAIBHBIX TIPEANPUHUMATENICH, UMEIOIIHNX
JIUIICH3UIO Ha OCYIISCTBICHHE IEATCIILHOCTA MO TEXHMUYECKOW 3alluTe KOH(DHICHIMAILHOW WHGOpMAIIUH.
YkazaHHas OIICHKA TIPOBOAUTCS HE PEXe OJHOTO pasa B 3 roza.

7. Mepsl mo obecriedeHni0 0O€30MacHOCTH NEPCOHANBHBIX JAHHBIX TPH WX 00paboTke B
rOCy/IapCTBEHHBIX HWH(OPMAIIMOHHBIX CHCTEMax MPHHUMAIOTCS B COOTBETCTBHUHM C TPEOOBAHMSAMHU O 3alIUTE
nH(pOpMAaIUH, cofepKaiieiics B ToCyAapCTBeHHBIX HH(POPMAIMOHHBIX cUCcTeMaX, ycraHaBanBaeMbiMiu OCTOK
Poccuu B mpenenax cBOMX MOJTHOMOYHH B COOTBETCTBHHM ¢ YaCTblo 5 cTaTtbu 16 denepanbHoro 3akona ot 27
utonst 2006 . N 149-03 "O6 umHpopmanuu, nHOOPMAITMOHHBIX TEXHOJOTHSIX M O 3amuTe uHhopMaruu"
(CoOpanue 3axonomarenbcTBa Poccuiickoit ®@enepanuu, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cr. 4328).

II. CocTaB u coaep:xanue Mep Mo odecredyeHUuI0 0€30MACHOCTH MEPCOHAIBbHBIX JTAHHBIX

8. B coctaB Mep mo obecneueHHI0 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX, PEaM3yeMbIX B paMKax
CHUCTEMBI 3aIIUThI IEPCOHAJIBHBIX JAHHBIX C YYE€TOM AKTYaJIbHBIX YI'PO3 0e30IacHOCTH NEPCOHAIBHBIX NTaHHBIX
Y IPUMEHSAEMBIX HH()OPMAITMOHHBIX TEXHOJIOTHI, BXOISAT:

AaeHTUGUKAIS ¥ ayTeHTUGUKAIHS CYOBEKTOB IOCTYIAa U 00BEKTOB TOCTYIIA;

yIpaBlieHHE JIOCTYIIOM CyOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA;

OrpaHHuYCHHE TIPOTPAMMHON CPE/Ibl;

3aliTa MANIUHHBIX HOCHUTEJIeW WHGPOpPMAIMKM, HAa KOTOPBIX XpaHATCS ¥ (Win) 00padaThIBAIOTCS
IIepCOHANILHBIC JaHHEIE (faliee - MallHHHBIC HOCUTENN IIEPCOHATBHBIX JaHHBIX);

perucrpanus coobITui 0€30MacHOCTH;

AHTHBUPYCHAs 3aIlIUTA;

oOHapykeHue (MPeIoTBPaIlCHUE) BTOPKEHUI;

KOHTPOJb (aHAJIK3) 3aIIUIIICHHOCTH MTEPCOHATBHBIX JaHHBIX;

o0ecrnieueHue 1ejJI0CTHOCTH MH(POPMAIIMOHHON CUCTEMBI M MEPCOHANBHBIX JaHHBIX;

o0ecrneueHue TOCTYTHOCTH MEPCOHANIbHBIX JaHHBIX;

3allMTa CPEAbl BUPTYAIU3alluy;

3alUTa TEXHUIECKUX CPEJICTB;

3anura HHQOPMAIIMOHHOW CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3U U Nepeiadn JaHHBIX;

BBISIBIICHHE MHIUICHTOB (OJJHOTO COOBITHS WU TPYIIIBI COOBITHIT), KOTOPBIE MOTYT HPUBECTH K COOSIM
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WIM HapylIeHUuI0 (QYHKIMOHUPOBAaHUS HMH(DOPMAIIMOHHON CHCTeMbl W (WIM) K BO3HHKHOBCHHIO YIpo3
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX (J1aJI€e - MHIIUACHTHI), ¥ pearnpoBaHUe Ha HUX;

yrnpasieHne KoHGHUrypaueil "H)OPMaIlMOHHON CHCTEMBI M CHCTEMBI 3aIlIUThI TIEPCOHATBHBIX TaHHBIX.

CocraB U comep)kaHWe Mep IO OOECICUCHHIO 0e301MacCHOCTH MEPCOHAIBHBIX NMAaHHBIX, HEOOXOIUMBIX
U o0ecTiedeH s KaKIO0T0 U3 YPOBHEH 3alUINEHHOCTH MePCOHANBHBIX NaHHBIX, IPUBECHBI B MPHIOKEHUH K
HACTOAIIEMY JOKYMEHTY.

8.1. Mepbl mo uaeHTU(UKAIMKA U ayTCHTH(PUKAIUK CYOBEKTOB JIOCTYNAa U OOBEKTOB JOCTYIA JOJKHBI
o0OecrieunBaTh TPUCBOCHUE CYOBEKTaM U O0BEKTaM JOCTYIa YHUKAJIbHOTO TNpU3HaKa (MACHTHU(HUKATOPA),
CPaBHEHHUE MPEABABISAEMOr0 CYOBEKTOM (OOBEKTOM) JOCTYIA HISHTH(PHUKATOPA C MEPEYHEM IMPUCBOCHHBIX
UICHTU(DUKATOPOB, a TAKXKE MPOBEPKY MPUHAMICIKHOCTU CYOBEKTY (OOBEKTY) NOCTyNa IMPEIbsBICHHOTO MM
uneHTHdurkaTopa (IOATBEPkKACHIE OJIMHHOCTH).

8.2. Mepbl mo ympaBieHHIO JOCTYIOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTYIa JOJKHBI
o0ecrieunBaTh yIpaBJICHUE MPaBaMu U MPUBUICTHSIME CYOBEKTOB JIOCTYIIA, pa3rpaHUYEHUE 0CTyIa CYObEKTOB
JIOCTyMa K 00bEKTaM JOCTYyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B HH(POPMAIIMOHHON CUCTEME MPaBUII
pa3rpaHUYeHus I0CTyIa, a TaKKe 00ecTiednBaTh KOHTPOJIb 32 COOMIOACHNEM 3THUX MPaBUIL

8.3. Mepbl Mo orpaHuYeHHUIO IPOrPaAMMHON Cpelibl IOJKHBI 00eCIIeUYNBATh YCTAHOBKY U (HJIH) 3aITyCK
TOJILKO Pa3pelIeHHOTO0 K HCIONB30BAaHUI0 B MH(POPMAIMOHHON CHCTEME MPOTPAMMHOTO OOECTICYeHHS WIIH
WCKITIOYaTh BO3MOXKHOCTh YCTaHOBKHU U (WJIM) 3aITyCKa 3alpelIeHHOTO K MCIOB30BaHUIO0 B WH(OPMAITMOHHOM
CUCTEME IPOTPAMMHOT'0 00ECIICUCHHS.

8.4. Mepbl 1o 3amuTe MalMHHBIX HOCUTENICH MEePCOHATBHBIX JTAHHBIX (CPEICTB 00pabOTKU (XpaHCHMUs)
MIEPCOHANILHBIX JAHHBIX, CHEMHBIX MAITUHHBIX HOCHUTENCH NEPCOHATBHBIX JAaHHBIX) JOJDKHBI HCKIIOYATh
BO3MOXKHOCTh HECAHKI[MOHUPOBAHHOI'O JIOCTYNla K MAIIMHHBIM HOCHTCISIM M XPaHANIMMCS Ha HHUX
MIEPCOHAJILHBIM JIAHHBIM, a TaKXe HECAHKIIMOHMPOBAHHOE HUCIOJIb30BAHHE CHEMHBIX MAIMHHBIX HOCUTENCH
MEPCOHAIIBHBIX JTAHHBIX.

8.5. Mepbl no perucrpaiiu coObITHI 0€30IIaCHOCTH JOJDKHBI 00ecrieunBaTh cOOp, 3aluCh, XpPaHEHUE U
3amuUTy WHGOPMAMHA O COOBITHSAX O€30MacHOCTH B HHGOPMAIMOHHOW CHCTEME, a TakKe BO3MOXKHOCTH
MIPOCMOTpA U aHAJIN3a WHPOPMAIIIH O TAKUX COOBITHIX U pearnpoBaHNe Ha HUX.

8.6. Mepbl Mo aHTHBHPYCHOH 3amuTe JOJKHBI OOECIeYMBaTh OOHApYKEHUE B WH(POPMAIHOHHOMN
CHUCTEME KOMITBPIOTePHBIX TIPOTpaMM JIMOO WHOH KOMIBIOTEPHOW WH(POpPMAINA, TpeIHA3HAYCHHON s
HECaHKI[MOHUPOBAHHOTO YHHUYTOXXEHUS, OJOKHPOBaHWsA, MOMU(PUKAIUN, KOMHUPOBAHUS KOMIIBIOTEPHOM
vH(OpMAIUN WM HEUTpaNH3alMyd CPEJCTB 3alUThl HHPOPMAILIMU, a TAaKXXE peardpoBaHHE Ha OOHAPYIKEHHE
ATUX TPOTPaMM U UHPOPMAIIHH.

8.7. Mepbl mo obHapykeHHIO (MPEIOTBPAIICHNIO) BTOPKEHUN JOIDKHBI 00eCceYnBaTh 00HAPYKEHUE
JecTBU B MH(POPMALMOHHON CHUCTEME, HaIllPaBJICHHBIX Ha HECAaHKIHMOHHPOBAaHHBIN AOCTYN K MH(OpManuy,
CHCIMAbHBIC BO3JCHCTBUS Ha HWHOOPMAIMOHHYIO) CHCTEMY H (WJIM) MEPCOHAIBHBIC JaHHBIE B IENSIX
JOOBIBAHUS, YHHUYTOXKCHMsI, MCKOKEHUS W OJIOKUPOBAaHHUS JOCTyNa K IEPCOHAJIbHBIM JaHHBIM, a TaKXKe
pearupoBaHUe Ha 3T JICUCTBUS.

8.8. Mepbl mo koHTpoIO (aHAIKM3Y) 3AlIUIIEHHOCTH MEePCOHANBHBIX JAaHHBIX JODKHBI 00CCIICUUBATH
KOHTPOJIb YPOBHS 3aIIHIIEHHOCTH IEPCOHABHBIX JaHHBIX, 00pabaTbiBaeMbIX B WH()OPMAIMOHHOW CHCTEME,
ITyTeM MPOBEJCHHUS CHCTEMATHIECKIX MEPOTIPUATHI 110 aHATN3Y 3aIIUIIEHHOCTH HHPOPMAIIMOHHONW CUCTEMEI H
TECTHPOBAHHUIO PaOOTOCIIOCOOHOCTH CHCTEMBI 3aIIUTHI IEPCOHATBHBIX TAHHBIX.

8.9. Mepbl no obecneueHHI0 ETOCTHOCTH WHPOPMAIHOHHON CHUCTEMBbI M TMEPCOHANBHBIX JAHHBIX
JOJDKHBI ~ oOecrieunBaTh  OOHapyKeHHe (HaKTOB  HECAHKI[MOHUPOBAHHOTO  HAPYMIEHWs  IEIOCTHOCTH
“H()OPMAITMOHHOW CHUCTEMBI M COACPIKAIIUXCS B HEH TNEPCOHANBHBIX JaHHBIX, a TaKXe BO3MOXKHOCTbH
BOCCTAHOBJICHUSI HH(POPMAIIMOHHON CUCTEMbI U COJICPKAIIUXCS B HEl MePCOHANBHBIX JaHHBIX.

8.10. Mepbl mo obecrneYeHnuio JOCTYIMHOCTH TEePCOHATBHBIX MAaHHBIX JODKHBI 00ECIeunBaTh
ABTOPU30BAHHBIN JIOCTYI TMOJIb30BaTENICl, HMMEIOIIUX IpaBa IO JOCTYIY, K TICPCOHAJIBHBIM JIaHHBIM,
coJieprKaluMcsi B UH(POPMAIIMOHHONW CHUCTEME, B IITATHOM pPeXUMe (YHKIIMOHHUPOBAHMS WH(POPMAIIMOHHON
CUCTEMBI.

8.11. Mepbl no 3amuTe cpesl BUPTYaIU3aliK JOJDKHBI HCKIII0YaTh HECAHKIIMOHUPOBAHHBIN JOCTYIT K
MIepPCOHABHBIM JTaHHBIM, 00pa0aThIBaeMbIM B BUPTYAIIbHOW MHPPACTPYKTYPE, ¥ K KOMIIOHEHTaM BUPTYaJIbHON
nHGPACTPYKTYpbl ¥ (WIM) BO3ACWCTBHE HA HHUX, B TOM YHCJIE€ K CPEICTBAM YIIPABICHUS BUPTYaIbHOW
nH(PACTPYKTYpOi, MOHUTOPY BHUPTYAIbHBIX MallWH (TUIIEPBHU30PY), CUCTEME XpaHEHWS IaHHBIX (BKIOYAS
CUCTEMY XpaHEHHS OO0pa3oB BHUPTYAIbHOH HWH(PPACTPYKTYpHI), CETH TMepeladyd NaHHBIX 4Yepe3 JIIEMEHTHI
BUPTYalbHOH Wi (U3NYECKOH HHOPACTPYKTYPHI, TOCTEBHIM OMNEPAIMOHHBIM CHCTEMaM, BUPTYallbHBIM
MalirHaM (KOHTEHHepaM), CHUCTEME W CETH PEIUIMKAllMU, TEPMUHAIBHBIM W BHPTYalbHBIM YCTpPOWCTBaM, a
TaKXKE CUCTEME PE3EPBHOTO KOIMPOBAHUS U CO3/IABAEMBIM €HO KOTIHSIM.

T'APAHT: CM. PernaMeHnThbl pe3epBHOTO KOIIMPOBAHUSA M BOCCTAHOBJIEHUS NAHHBIX B MHMOPMALMOHHbIX
cuctemax SELDON, ®I'MC EMAC u anekTtpoHHoro pokymeHtooboporta (C3[), yrBepxkmeHHbIE
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npukasom ®AC Poccun ot 9 deBpamns 2022 . N 92/22

8.12. Mepbl mo 3amuTe TEXHUYECKHX CPEICTB JODKHBI HCKITFOYaTh HECAHKITMOHUPOBAHHBIN JTOCTYI K
CTallMOHAPHBIM  TEXHWYECKUM CpEACTBaM, 00pabaThBAlOIIMM TEPCOHANBHBIE aHHBIE, CpPEACTBaM,
obOecnieunBaromM  (PyHKIIMOHWPOBaHWE WH(POPMALIMOHHON CHCTEMBI (fasiee - CpeiacTBa OOecredeHus
(hyHKIIMOHUPOBAHUS), U B TOMEIIEHUS, B KOTOPHIX OHU TOCTOSIHHO PAaCIOJIOKEHBI, 3alIUTy TEXHUYECKHX
CPEICTB OT BHEIIHMX BO3JEHCTBHHA, a TaKXKe 3allUTy NEePCOHAIBHBIX IAHHBIX, TNPEICTABICHHBIX B BHJIE
MH()OPMATUBHBIX YIEKTPUIECCKUX CUTHAIOB U (PH3MUECKUX TTOJICH.

8.13. Mepbl no 3ammre MHPOPMAILMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBSI3M M IepeJayd JaHHBIX
JIOJDKHBI 00ECIICUUBATh 3aIIUTY MEPCOHANTBHBIX JAHHBIX MPU B3aUMOJICHCTBIH UH()OPMAIMOHHOW CUCTEMBI WITH
(M9 OTACJIBHBIX CEIrMCHTOB C HNHBIMH I/IH(bOpMaHI/IOHHI)IMI/I CUCTEMaMU )41
UHQOPMAIIIOHHO-TEIEKOMMYHHKAITUOHHBIMH CETAMU IIOCPELACTBOM IIPUMEHECHUSA APXUTEKTYPBI
UHQOPMAIIMOHHON CHUCTEMbl W TPOCKTHBIX pEIICHH, HANpaBlICHHBIX Ha o0ecrnedeHne Oe30MacHOCTH
NEPCOHAIBHBIX TaHHBIX.

8.14. Mepbl 1o BBIABACHHIO WHIWIACHTOB M PEardpOBAaHMI0 HAa HHUX JOJDKHBI 00ECIeUHBATh
oOHapy)XeHre, NIeHTUPHUKAIIIIO, aHAJIN3 UHIUIESHTOB B MH()OPMAITMOHHOW CHCTEME, a TaKXKe MPUHITHE Mep 110
YCTPaHEHHIO U TIPEIYTIPEKISHUIO HHIIUACHTOB.

8.15. Mepbl mno ympaBineHH0 KOH(UTrypared WHPOPMAIMOHHONH CHCTEMbI W CHCTEMBI 3allUTHI
MIePCOHANTFHBIX JIAHHBIX JIOJDKHBI 00ECTIeUnBaTh YIIpaBlIeHHEe U3MEHEHUSIMHU KOH(pHUTYypaliu WH(HOPMAITHOHHON
CUCTEMBI U CHCTEMBbI 3aIlIUTHl MMEPCOHANBHBIX JaHHBIX, aHAIHW3 MMOTCHIMAIBHOTO BO3JEHCTBUS IIAHUPYEMbIX
HW3MEHEHUWH Ha obecrieueHre OE30MAaCHOCTH IEPCOHANBHBIX JaHHBIX, & TaKkke NOKYMEHTHPOBAHHE 3TUX
HU3MEHECHUH.

9. Beibop Mep mo obecrieueHHI0 0€30MacHOCTH MEePCOHATBHBIX JaHHBIX, MOMJIEKAINX pealn3alud B
I/IH(i)OpMaHI/IOHHOI‘/'I CHUCTEMC B paMKaXx CUCTCMbI 3allIMThHI IICPCOHAJIBHBIX JAaHHBIX, BKIIIOYACT:

onpejencHue 0a30BOro Habopa Mep IO OOCSCIEUCHHIO OE30MAaCHOCTH TEPCOHATBHBIX JAaHHBIX IS
YCTAHOBJICHHOT'O YPOBHS 3allIMIICHHOCTU NEPCOHAJIBHBIX JAaHHBIX B COOTBETCTBUU C 0a30BBIMU Ha60paMI/I MEp
mo obecredeHnio Oe30MacHOCTH TMEPCOHATBHBIX MAaHHBIX, NMPUBEACHHBIMH B TPWIOKEHHH K HACTOAIIEMY
TIOKYMEHTY;

ajanrauio 0a30Boro Habopa Mep Mo oOecredeHHI0 0e30MaCHOCTH MEePCOHATBHBIX NaHHBIX C YUETOM
CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK MHPOPMAIMOHHONH CHCTEMBI, HH(POPMAIIMOHHBIX TEXHOJIOTHH,
0CcoOCHHOCTEH (PYHKIMOHMPOBAaHUS HH()POPMAIMOHHON CHUCTEMBI (B TOM 4HCIE HWCKIIOYEHHE W3 0a30BOTO
Habopa Mep, HENOCPEACTBEHHO CBS3aHHBIX C HH(OPMAIMOHHBIMU TEXHOJOTHSIMH, HE HCIIOJIB3YEeMbIMU B
“H()OPMAITMOHHOW CHCTEME, WIH CTPYKTYPHO-(PYHKIMOHATBHBIMU XapaKTEPUCTUKAMHU, HE CBONCTBEHHBIMH
WHPOPMALTMOHHOH CHUCTEME);

YTOYHEHHE aJalnTUPOBAaHHOTO 0a30BOro Habopa Mep MO obecreueHHi0 0e30MacCHOCTH MEePCOHANBHBIX
JAHHBIX C Y4€TOM HE BBIOpAaHHBIX paHee Mep, NPUBEICHHBIX B MPUIOKEHWU K HACTOSAIIEMY JOKYMEHTY, B
pe3ybTaTe Yero OMPEICIIOTCS MEPHI IO 00ecTieueHHI0 0€30MacHOCTH MEPCOHATBHBIX TAHHBIX, HAIIPABJICHHBIE
Ha HEUTpaM3alMI0 BCEX AaKTYIbHBIX YIpo3 OE30MaCHOCTH TIEPCOHAIBHBIX JAHHBIX I KOHKPETHOM
UH(POPMAITMOHHON CUCTEMBI,

JIOTIOJTHEHNE YTOYHEHHOTO aJallTHPOBAHHOTO 0a30BOr0 Habopa Mep 1Mo O0ecCIedeHHIo 0e301MacHOCTH
MEPCOHANBHBIX JAHHBIX MepaMH, O0eCHeUMWBAIONINMH BBITOJIHEHHE TPeOOBAaHWH K 3allUTe TEePCOHAIBHBIX
JTAaHHBIX, YCTaHOBJIIEHHBIMA WHBIMH HOPMATHBHBIMH IPAaBOBBIMU aKTaMH B 00JIACTH o0ecrieueHnst 0€301acCHOCTH
MIePCOHANTBHBIX TaHHBIX H 3aITUTH HH)OpPMAaIINH.

10. IIpyn HEBO3MOXHOCTH TEXHHUYECKOW peanu3aliyl OTHENbHBIX BBIOPAHHBIX Mep MO 00eCIeYeHUIo
0€30IacHOCTH TMEPCOHATBHBIX JaHHBIX, a TAKXKe C YYEeTOM SKOHOMHMYECKOH ILenecooOpa3sHOCTH Ha dTamax
ajanTauuu 0OazoBoro Habopa Mep M (WIM) YTOYHEHHs aJalNTHPOBaHHOTO 0a3oBoro Habopa Mep MOTYT
pa3pabaTeiBaThCsl MHBIE (KOMIICHCHUPYIOIIME) MEphl, HANpaBICHHbIE HAa HEHTpaTM3alMI0 aKTyaJbHBIX YIPO3
6C3OH3CHOCTI/I TMEPCOHAJILHBIX JaHHBIX.

B aToM ciyuae B xoze pa3pabOTKH CHCTEMBI 3alUTHI IEPCOHATBHBIX TAHHBIX JOJDKHO OBITH TIPOBEICHO
000CHOBaHUE PUMEHEHNS KOMIICHCHPYIOIINX MEp JIJIsl o0ecriedeHrs 6€30IMacHOCTH MEPCOHAIBHBIX TAHHBIX.

11. B cay4ae ompejeneHdss B COOTBETCTBHH C |PEOOBAHUAMM K 3aIIUTe MEPCOHATBHBIX NPH HX
00paboTke B WH(MOPMAIMOHHBIX CHUCTEMax NEPCOHAIBHBIX JaHHBIX, YTBEP)KIECHHBIMH [OCTAHOBIIEHNEM
[IpaButensctBa Poccuiickoit ®@eneparmu ot 1 HostOps 2012 r. N 1119, B kadecTBe akTyalbHBIX yrpo3
0€30MMacHOCTH TEPCOHANBHBIX MAHHBIX 1-T0 W 2-TO THIIOB JOMOJHUTENHFHO K MepaM 1o 00ecnedeHuto
0€301MacHOCTH TIEPCOHATBHBIX JTaHHBIX, YKa3aHHBIM B MYHKTE 8 HACTOSIIETrO JOKYMEHTa, MOTYT NMPUMEHSATHCS
CIICAYIOIINE MEPHIL:

MPOBEpKa CHCTEMHOTO W (WMJIM) MPHUKIAIHOTO MPOrPaMMHOIO OOeCTeUeHUs], BKIIOYas MPOTrPaMMHBIH
KOJI, Ha OTCYTCTBUE HeJIEKIapUPOBAHHBIX BO3MOKHOCTEH C MCIIOIB30BAHUEM aBTOMATU3UPOBAHHBIX CPEICTB H
(nn) 6e3 UCTI0Ib30BAHUS TAKOBBIX;
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TECTHpPOBaHNE WHPOPMAIIMOHHON CHCTEMBI HAa IPOHUKHOBEHUS;
WCTIONB30BaHNEe B WH(MOPMAIMOHHOW CHUCTEME CHUCTEMHOTO M (WJIM) TMPHUKIATHOTO IMPOrpPaMMHOIO
obecrnieueHusi, pa3pab0OTaHHOI'O C UCIOJIb30BAHNEM METOAOB 3aIUIIEHHOTO IIPOrPaMMHUPOBAHHS.

Hugopmayus 06 usmenenusx:  [lynkm 12 usmenen ¢ 1 sineaps 2021 e. - [lpukad ®CTIK Poccuu om 14 mas
2020 2. N 68
Cwm. npedbidywyro pedakyuro

12. TexHuueckue MeEphl 3alIUThl NEPCOHAIBHBIX IAHHBIX PEATU3YIOTCS IIOCPENCTBOM INPUMEHEHHUS
CPEACTB 3alIUThl HHPOPMALMK, B TOM YHCJIE IPOrPaMMHBIX (IIPOrpaMMHO-aMIIapaTHBIX) CPEACTB, B KOTOPBIX
OHH pealn30BaHbl, UIMEIOINX HE00X0auMble (YyHKINN O0€30MacHOCTH.

IIpu wucnonp3oBanru B HMHGOPMALMOHHBIX CHUCTEMaxX CEPTH(QULUUPOBAHHBIX 1O TPEOOBAHUIM
0e3onacHOCTH MH(POPMALIMKU CPEACTB 3aIUTHI HH(pOpMaUu:

B MH(QOPMAIMOHHBIX CHCTEMax | YpOBHS 3alIMIICHHOCTH IEPCOHANBHBIX MaHHBIX NPUMEHSIOTCS
CpeZAcTBa 3aIUThl HHPOPMaLUKN He HIKe 4 Kiacca U 4 ypoBHS JOBEpUs, a TAKXKE CPEICTBA BBHIYUCIUTEIBHOM
TEXHUKH HE HMKE 5 Kjacca;

B MH()OPMAIIMOHHBIX CHCTEMaxX 2 YpPOBHS 3allIMIIEHHOCTH MNEPCOHANBHBIX JaHHBIX MPUMEHSIOTCS
CpeZcTBa 3alUThl HHPOPMALIMKM HE HIKE 5 Kilacca M 5 ypOBHS JOBEpPUS, a TAKKE CPEIICTBA BHIYHUCIUTEIBHOM
TEXHHUKH HE HIDKE 5 Kiacca;

B HMH(OPMAIMOHHBIX CHCTEMax 3 YPOBHSA 3allUIIEHHOCTH NEPCOHAIBHBIX JAaHHBIX MPUMEHAIOTCS
CpezacTBa 3amuThl HHpopManuu 6 ki1acca u 6 ypoBHS IOBEPHS, a TAKXKE CPEICTBA BHIYUCIUTEILHON TEXHUKU HE
HIDKE 5 KJtacca;

B MH(QOPMAIMOHHBIX CHCTEeMax 4 YpOBHS 3alIMIICHHOCTH IE€PCOHANBHBIX NaHHBIX NPUMEHSIOTCS
CpezAcTBa 3aIuThl HHpopMaLuu 6 Ki1acca U 6 ypoBHS IOBEPHs, a TAKXKE CPEACTBA BHIYUCIUTENLHON TEXHUKU HE
HIKe 6 Kacca.

Kiaccsl 3auThl OnpenensroTcs B COOTBETCTBUM ¢ HOPMAaTUBHBIMU NTPaBOBBIMHU aKTaMH, U3JJaHHBIMU B
cootBeTcTBUU ¢ MOAMYHKTOM 13.1 nyHkta 8 Ilonoxenuss o denepanbHON CiIyKOe MO TEXHUYECKOMY MU
9KCIIOPTHOMY KOHTPOJIIO, yTBepkaAeHHOro YKa3oMm [Ipesunenrta Poccuiickoit denepaunu ot 16 aBrycra 2004 r.
N 1085.

VYpoBHM [OBEpHs YCTAHABIMBAIOTCS B COOTBETCTBMHM ¢ |pPEOOBaHMAMM 1m0 ©6e30macHOCTH
WHOPOPMAIUK, YCTAHABIUBAIOIIUMHA YPOBHH JOBEPUS K CPEICTBAM TEXHUYECKOW 3alUThl WHPOPMALUH H
cpencTBaMm obecriedeHns 0e30MacHOCTH WH()OPMAITMOHHBIX TEXHOJOTHH, yTBepKAeHHbIMH npukazoM OCTIOK
Poccun or 30 wmroms 2018 1. N 131 (3apeructpmpoBan Mwuntoctom Poccum 14 mos6ps 2018 1.,
peructpanoHHbId N 52686).

IIpu wucmonp30BaHMM B MHQOPMAIMOHHBIX  CHCTEMax CpPEACTB  3aIlUTHl  HH(pOpMaLUH,
cepTU(GHUIUPOBAHHBIX O TpeOOBaHUSIM O0e30MacHOCTH HMH(OpMAlMK, yKa3aHHbIE CPEICTBAa MOJDKHBI OBITH
cepTUGUUUPOBaHEl Ha COOTBETCTBHE O0s3aTENbHBIM TpeOOBaHMSAM IO 0e30HacHOCTH  WHGOPMALUH,
YCTaHOBJICHHBIM HOPMAaTHBHBIMHU NPABOBBIMU aKTaMH, WK TPEOOBAHUSAM, YKa3aHHBIM B TEXHUYECKUX YCIIOBUAX
(3amaHusIX MO OE30MACHOCTH).

OyHKIMKM 0€30MaCHOCTH CPEACTB 3AIUTHl MH()OpMAaIMK AOJKHBI 00€CIeUnBaTh BHINOIHEHUE Mep 110
obecreueHuIo 0€30MaCHOCTH IePCOHATBHBIX JaHHBIX, COACPIKAIIUXCS B HACTOSIEM JOKYMEHTE.

Ao63an yrpatui cuny ¢ 1 suBaps 2021 r. - [Nprkas @CTIK Poccunm ot 14 mast 2020 . N 68

Hnupopmayus 06 usmenenusix:  CM. npedsidywlyro pedakyuro

13. Tlpu wucnosib30BaHUU B MH(DOPMAIMOHHBIX CHCTEMaxX HOBBIX HMH()OPMAIMOHHBIX TEXHOJOTHH WU
BBISIBJICHUU JIOTIOJTHUTENBHBIX YIpo3 O€30MacHOCTH IMEPCOHABHBIX JAHHBIX, JI KOTOPBIX HE OMpEACICHBI
Mepbl obecredeHnss Ux 0€30MacHOCTH, JODKHBI pa3padaThiBaThCs KOMIICHCHPYIOIIHNE MEPhl B COOTBETCTBHU C
myHKTOM 10 HACTOSIIEro JOKYMEHTA.

MpunoxeHue

Kk CocTaBy 1 cogepxaHuio

OpraHu3aunoOHHbIX U TEXHUYECKUX Mep Nno
obecneyeHuro 6e30NacHOCTU NEePCOHanNbHbIX
AaHHbIX Npu nx o6paboTke B MH(POPMALNOHHBbIX
cucTemMax nepcoHanbHbIX JaHHbIX

CocraB u conep:kaHue
Mep 1o o0ecreyeHu10 6€30NMACHOCTH MEPCOHAIbHBIX IAHHBIX, HEOOXOIMMBIX /IJI51 00ecTeYeHUs1 Kax/a0ro
U3 YPOBHeEli 3alIHIIIEHHOCTH MEPCOHATBHBIX TaHHBIX
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VcnoBHoe ConepmaHHe MCEp IO o0ecreueHn0 0€30IaCHOCTH NEPCOHAIIBHBIX YPOBHI/I
0003HaueHHE JaHHBIX 3allUIICHHOCTH
1 HOMCP MCPLL NEPCOHAIBHBIX TaHHBIX

4 3 2 1

I. UnenTnduxanus u ayreHTHGUKANNSA Cy0ObeKTOB J0cTyna H 00beKTOB goctyna (MAD)

NAD.1 Wnentudukanus u ayTeHTU(DHUKALINS TONb30BaTeNCH, SBISIOMINXCS + + + +
paboOTHHKaMH OTepaTopa

NA®D.2 Unentndurkanus u ayTeHTH(OUKALNS YCTPONUCTB, B TOM YHCIIE + +
CTaLlMOHAPHBIX, MOOMIIBHBIX M TOPTATUBHBIX

NAD.3 VYrpasieHue uaeHTH(HUKATOPAMH, B TOM YHUCIIE CO3AaHUE, + + + +
IMPUCBOCHUEC, YHUYTOKCHUC I/II{CHTI/I(I)I/IKaTOpOB

NAD®4 YnpapneHue cpecTBaMu ayTeHTU(UKAIINH, B TOM YHCIIe XpaHEeHHE, + + + +
BbIJIa4a, MHULIHANN3ALMs, OJIOKMPOBAaHHE CPEACTB ayTCHTU(HUKALUY U
NPUHATHE MEP B CIIydae yTpaThl U (WIM) KOMIPOMETAIUU CPENICTB

ayTeHTU(UKAITUT

NAD.5 3amura 0OpaTHOM CBSI3U MPH BBOJIC Ay TCHTU(PHUKAIIMOHHON + + + +
nH(pOpMAaIIH

HUAD.6 Unentndukanus u ayTeHTH(QUKALNNS TOTb30BaTENCH, HE ABISAIOMUXCS | + + + +

paboTHUKaMH orepaTopa (BHELIHUX MOJIb30BaTENCH)

II. YopasJienue g1ocTynom cy0beKTOB A0cTyna K o0bexkTaM gocryna (YII)

VIII.1 Ynpapnenue (3aBeficHHe, aKTHBAIHS, OJIOKUPOBAaHNE U YHUUITOXKEHHE) | + + + +
YYETHBIMHU 3aIIUCSIMH NTOJIb30BATENEN, B TOM YHCIIE BHEIIHUX
M0JIb30BaTENeH

VIIA.2 Peanuzanust He0OOXOAMMBIX METOOB (AMCKPEIIMOHHBIH, MaHIATHBIH, + + + +

POJICBOM WIJIH MHOHM METO), TUIIOB (UTEHUE, 3aIUCh, BEITIOJHEHNE WIIH
WHOM THIT) ¥ IPaBWJI pa3rpaHUIEHUs JOCTyIIa

YIII.3 VYrpasnenue (GpuabTpanus, MappyTU3aHs, KOHTPOJIb COeIMHEHUH, + + + +
OJTHOHAIpaBJIeHHAs Tiepeiaua 1 WHbIE CITOCOOBI yIIpaBIeHNU)
WHPOPMAIOHHBIMHA IOTOKAMHU MEXIy YCTPOHCTBAMH, CETMEHTAMU
WHPOPMAIIOHHOHN CUCTEMBI, a TAK)KE MEXITy HHPOPMAITHOHHBIMH

CHUCTEeMaMHU
VII.4 Pa3nenenne momHOMOUMit (poJieii) MoIp30BaTENeH, a/AIMIHACTPATOPOB | + + + +
U N1, o0ecievurBaromuX (yHKINOHUPOBaHNE HH)OPMALOHHON
CHUCTEMBI
VIS Haznayenne MUHMMaIbHO HEOOXOAUMBIX MPaB U MPUBUIIETHIA + + + +

MTOJIB30BATEIISIM, AIMUHUCTPATOPAM H JTUIAM, 00ECIICUHBAIOIITIM
(G YHKIMOHUPOBAaHUE WH(DOPMAITIOHHON CUCTEMBI

VIII.6 OrpaHnveHue HeYCHEIHbIX HOMBITOK BXOAa B MH()OPMAaIIMOHHYIO + + + +
cucTeMy (Ioctyna K nH(HOPMAIMOHHOM CUCTEME)

VIIA.7 [penynpexaeHUe MOJIb30BATEIIS IIPU €r0 BX0€ B HHGOPMAIIHOHHYIO
CHUCTEMY O TOM, YTO B HH()OPMAI[MOHHOM CUCTEME PEATU30BAHBI MEPBI
0 00eCTIeYeHHIO O€30ITaCHOCTH TIEPCOHANBHBIX TaHHBIX, H O
HEOOXOAMMOCTH COOIOACHNS yCTAaHOBIEHHBIX ONIEPATOPOM IIPABHII
00pabOTKH MepCOHANBHBIX JaHHBIX

VIIA.8 OnoBeleHNe MoJIb30BaTeNs OCIe YCIEIHOTO BX0/a B
MH(POPMAITMOHHYIO CUCTEMY O €ro MPEABIAYIIIEM BXO/IC B
WHPOPMAIIOHHYIO CHCTEMY

VIII.9 OrpaHuyeHue Ynciia napajuiesIbHbIX CEaHCOB AOCTYNA IS KaXa0U
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YYETHOM 3aITMCH MOTb30BaTENs HH()OPMAITMOHHOW CUCTEMBI

YIII.10 brokupoBanue ceanca qocTyna B ”HPOPMAIIMOHHYIO CUCTEMY TIOCIIE + +
YCTaHOBJICHHOTO BPEMEHH 0e3/1eicTBUS (HEaKTHBHOCTH)
MOJIB30BATENS WIIH TIO €r0 3aIpocy

YIIA.11 Pa3pemienue (3ampeT) AeicTBUI MOIB30BATENEH, Pa3PEIICHHBIX 10 + +
UACHTH(UKAINY 1 ayTeHTU(UKALIIN

VIIA.12 [Tonnepkka u coxpaHeHue aTpuOyToB 6€30MacHOCTH (METOK
0e301acHOCTH), CBA3aHHBIX ¢ MH(OpManreil B mpoliecce ee XpaHeHUs
1 00paboTKH

YIIA.13 Peanmuzanust 3amuIneHHOTo YIAICHHOTO JOCTYIa CyOBEKTOB JOCTyIa + + +
K 00BbEKTaM JIOCTYTIA Yepe3 BHEITHHE
UHPOPMAITHOHHO-TEIIEKOMMYHHKAIIMOHHBIE CETH

VIIA.14 PernameHTanust ¥ KOHTPOJb UCTIONB30BaHUS B MH()OPMALIMOHHON + + +
CHCTEMe TeXHOJIOTUH OeCIpOBOAHOIO A0CTyHa

VIII.15 PermamenTanmsi © KOHTPOJIb UCIIOIBE30BAHMS B HHPOPMAITMOHHOM + + +
CHUCTeME MOOMIIBHBIX TEXHUYECKHX CPEJICTB

VIIA.16 VYrpasieHue B3auMoACHCTBIEM C HHPOPMATMOHHBIMHA CHCTEMaMU + + +
CTOPOHHMX OpraHu3aluii (BHEHIHNE HH(POPMALMOHHBIE CUCTEMBI)

YIIA.17 OO0ecnieueHre TOBEPEHHON 3arpy3KH CPEIICTB BEIYUCIATEIHLHOM +
TEXHUKU

III. Orpanuyenue nporpammuoii cpeant (OIIC)

OIlIC.1 Ympasnenue 3amyckom (00parieHIsIMI) KOMIIOHEHTOB MTPOrPaMMHOTO
oOecriedeHus], B TOM YHCIIE OIIPEAEIICHHE 3aITyCKaeMbIX KOMIIOHEHTOB,
HacTpoHKa ImapamMeTpoB 3aIlycka KOMIOHEHTOB, KOHTPOJIb 3
3aITyCKOM KOMITOHEHTOB IIPOIPaMMHOT'0 00€CIICUECHUS

OIIC.2 VYrpaBiieHre yCTaHOBKOW (MHCTAUISALEl) KOMIIOHEHTOB +
MPOrpaMMHOTO 00ecHeueHH s, B TOM YHCIIE OIpe/ieTieHre
KOMITOHEHTOB, ITO/IJICKAIINX YCTAHOBKE, HACTPOIKa MapaMeTpoB
YCTaHOBKH KOMIIOHEHTOB, KOHTPOJIb 38 YCTAHOBKOM KOMITOHEHTOB
MIPOTPaAMMHOTO 00ECTICUCHUS

OIIC.3 YcraHOBKA (MHCTAIUISALMS) TOJIBKO Pa3pelieHHOT0 K HCIIOIb30BaHHUIO
POrpaMMHOro obecneueHus U (W) ero KOMIOHEHTOB

OIIC 4 VYnpasienue BpeMeHHbIMHE (haiiiaMu, B TOM YHCIIE 3anperT,
paspenieHne, nepeHanpaBiIeHe 3al1uCH, yAaJeHe BPEMEHHbIX
(aiinos

IV. 3amuTa MaIMHHBIX HOCUTEJIei mepcoHaNbHBIX T1aHHbIX (3HU)

3HN.1 YueT MalllMHHBIX HOCUTENEH IEPCOHANBHBIX JaHHBIX

3HU.2 VYmpasieHue JOCTYIIOM K MAaIlTMHHBIM HOCUTEINAM MEPCOHATIBHBIX
JTAaHHBIX

3HU.3 KoHTpons nepemenieHrs MaltiHHBIX HOCUTEIICH TIePCOHATBHBIX

JIAHHBIX 32 MIPEAEIIbl KOHTPOJIUPYEMOM 30HBI

3HU .4 UcknroueHrne BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOT'O 03HAKOMIIEHUS C
CoJIepKaHUEM MEPCOHANBHBIX TAHHBIX, XPAHALIUXCS HA MAIIUHHBIX
HOCHTEIISIX, U (MJIN) MCIIOJIb30BaHUSI HOCUTENICH MepCOHAIBHBIX
JTAHHBIX B MHBIX HH(POPMAIIMOHHBIX CUCTEMaX

3HU.5 KoHuTpons ucnons3oBanms nHTEp(EcoB BBOIA (BBIBOIA)
nH(pOpPMAIIH Ha MAIIMHHBIE HOCUTENTN TIEPCOHAIBHBIX JaHHBIX

3HU.6 KonTpoins BBoa (BBIBOAA) MHPOPMAIIMY HA MAIITMHHBIE HOCUTEIH
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TMEPCOHAJIIBHBIX JaHHBIX

3HU.7 KoHTponp noakioueHrs MalluHHBIX HOCUTENEH NePCOHATBHBIX
JaHHBIX
3HN.8 YHuuTOXKEHNE (CTUPaHUE) WIH 00€3THYNBaHNE TIEPCOHATBHBIX + + +

JAHHBIX Ha MAIlIMHHBIX HOCUTCIIAX HpI/I nux Hepenaqe Me)K,Z[y
IIOJIB30BAaTCIIAMU, B CTOpOHHI/Ie OpFaHI/I3aHI/II/I JJIA peMOHTa NIIn
YTHIIM3AIMH, & TAK)KE KOHTPOJIb YHUUYTOKCHUS (CTHUPAHHMSI) UK
00e3IMYnBaHus

V. Perucrpauus coobiTuii 6ezonacuoctu (PCh)

PCB.1 Omnpenenenne cOOBITHI 0€30MaCHOCTH, MOJIEKAIUX PETUCTPAIH, U | + + + +
CPOKOB X XpPaHEHUS

PCB.2 Omnpenenenue coctaBa U CoAepkaHUA HHPOPMAIK O COOBITHAX + + + +
0e301MacHOCTH, TOJIKAIINX PETHCTPALIUH

PCB.3 Coop, 3anuch U XpaHeHHe HHPOPMAIUK 0 COOBITHAX 0€30ITaCHOCTH B + + + +
TEYCHNE YCTAHOBJICHHOTO BPEMEHU XPaHEHHS

PCB.4 PearupoBanue Ha cOou pu perucTpanuu coObITHil 6€30MaCHOCTH, B
TOM YHCIIE anmapaTHbIe U IPOrpaMMHBIE OIIHOKH, COOH B
MeXaHu3Max cOopa MH(POPMALIUK U TOCTUKCHUE TIPe/Ielia U
MepernoyHeHusI 00beMa (EMKOCTH) aMsITH

PCB.5 MoHUTOpPHUHT (IPOCMOTp, aHATN3) PE3YIbTATOB PETUCTPAITUI + +
COOBITHI 0€30MTACHOCTH U pearupoBaHUE HA HUX

PCB.6 I'enepupoBaHNe BpEMEHHBIX METOK U (MJIM) CUHXPOHU3AIUS
CHCTEMHOT'0 BpEMEHHU B HH(POPMALIMOHHON CHCTEME

PCB.7 3ammTa HHOOPMAITIH O COOBITHIX 0€30MTaCHOCTH + + + +

VI. AuTuBupycHas 3amura (AB3)

AB3.1 Peanuzanns aHTUBHPYCHOM 3aIUTHI

AB3.2 OOHoBneHne 6a3bl JAHHBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX
nporpaMm (BUPYCOB)

VII. O6napy:xenue sropxenunii (COB)

COB.1 OO0Hapy>keHHe BTOPIKEHHI

COB.2 OO6HoBNeHHE 6a3bI PELIAIOIINX TPABHI

VIII. Kontpoab (aHaau3) 3aIMIEHHOCTH NEePCOHANBHBIX JaHHbIX (AH3)

AH3.1 BrisiBnenue, aHanu3 ysa3BUMOCTEH HHPOPMATHOHHON CUCTEMBI U + + +
OIepaTUBHOE YCTPaHEHNE BHOBD BBISBIICHHBIX YS3BUMOCTEH

AH3.2 KoHTpoms ycTaHOBKHM OOHOBIICHHN MTPOTPAMMHOTO 00ECTICUCHUS, + + + +
BKJII04asi OOHOBJIEHHE IPOrPaMMHOI0 00ECIICUEHHUS CPEICTB 3aLUThI
WH(pOpMAITIH

AH3.3 KonTtponb paboTocnoco0HOCTH, MapaMeTpOB HACTPOHKH U + + +

MPaBUIBHOCTH (PYHKIIMOHUPOBAHHS MPOTPaMMHOT0 00eCIICUeHHUS U
CpPEZCTB 3aIIUThl HH(OpMAaLuU

AH34 KoHTposnb cocTaBa TEXHUUECKUX CPEACTB, IPOrPAMMHOIO + + +
o0ecredyeHus U CPeACTB 3alUThl HHPOPMALIUH

AH3.5 KoHTpons mpaBmit reHepanuu 1 CMEHBI MapoJiel MoJIb30BaTeNeH, + +
3aBEJICHUS U YJIaJIEHNs YUETHBIX 3aIllMCeN MoJb30BaTeNeH, peain3alun
MpaBUJI pa3rpaHUUuEHUs] 10CTyIa, TOJIHOMOYHUH M0JIb30BaTeNe B
MH(POPMAIIIOHHON CUCTEME
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IX. Ob6ecneyenne ne0CTHOCTH UHGOPMALMOHHOI CUCTEMbI U MePCOHANBHBIX AaHHbIX (OLJI)

OLJI.1 KoHTpoIb 11e10CTHOCTH MPOTPaMMHOTO O0SCTICUCHMSI, BKITFOTAsT +
porpaMMHoOe 00ecTIeueHrE CPEICTB 3aTUTHI HH(pOpMaITiu

OLJIL.2 KoHTposnb 11e10CTHOCTH NEPCOHATBHBIX TJAHHBIX, COJIEPKAIINXCS B
0a3zax JaHHBIX HH(POPMALUOHHON CUCTEMBI

OLJL3 Obecrnieuerre BO3MOKHOCTH BOCCTAHOBIICHHSI POTPaMMHOTO
obecriedeHus, BKIIIOYask IIPOrpaMMHOE 00ECIIEYEHUE CPE/ICTB 3AIUTEI
uH(pOpMaIH, TPH BOSHUKHOBEHUH HELITATHBIX CUTYaIHH

OLlJL.4 OOHapy>keHHe U pearipoBaHue Ha MOCTYIJICHHE B HH(POPMALUOHHYIO +
CHCTEMY He3anpalinBaeMbIX AIEKTPOHHBIX COOOIIECHHH (TTUceM,
JOKYMEHTOB) ¥ WHOH MH(OpMAINH, HE OTHOCSIIUXCS K
(YHKIMOHUPOBAHUIO HH)OPMAIIMOHHOW CHUCTEMBI (3allluTa OT criama)

OLJL5 KonTtpomns conepxanust nHhopMaIum, epegaBaeMoin u3
MH(GOPMAIIMOHHOW CUCTEMBI (KOHTEHHEPHBIH, OCHOBaHHBINA Ha
CBOWCTBax 00BEKTa JOCTyNA, U (WIN) KOHTEHTHbIM, OCHOBAaHHBIH Ha
TIOWCKE 3aMpeleHHoN K epenadye HH)OpMAalKy ¢ UCTIOJIb30BaHUEM
CUTHATYp, MaCOK M HHBIX METO/IOB), ¥ UCKIIIOUEHUE HEITPaBOMEPHOI
nepeaady uHpopMaruu u3 UHHOPMAIIMOHHON CUCTEMBI

OLJL.6 OrpanndeHne mpaB MoJIb30BaTeNICH 110 BBOAY HH(POpMAITUHU B
WH()OPMAITHOHHYIO CHCTEMY

OLUL7 KoHTponb TOYHOCTH, TOTHOTHI ¥ IPAaBUIIBHOCTH JAHHBIX, BBOAUMBIX B
WHPOPMAIIOHHYIO CUCTEMY

OLJL.8 KoHTposs ommOoYHbBIX AEHCTBUH TOTB30BaTeNEH 10 BBOIY U (HITH)
nepeiade NepcoHANbHBIX JAHHBIX U MPEIyNPEKACHUE MOIh30BaTEINCH
00 OIMOOYHBIX IEHCTBUIX

X. ObecnieyeHue JO0CTYNMHOCTH NMepcoHANbHBIX AaHHbIX (OAT)

OAT.1 Hcnonb3oBaHre 0TKa30yCTOMUUBBIX TEXHUUECKUX CPEJICTB

OAT.2 PesepBupoBaHre TEXHUYECKUX CPEICTB, IPOTPAMMHOr0 00ecTiedeHus,
KaHaJIOB Mepeaayr MHPOPMaINH, CPEACTB 00eCeUeHUs
(YHKUMOHUPOBAaHUS HHYOPMALIMOHHON CHCTEMBI

O/T.3 KoHTpoms 6e30Tka3HOT0 (YYHKIHOHUPOBAHUS TEXHUIECKUX CPEICTB,
0o0HapyKEHUE | JIOKATU3AIHsI 0TKa30B (PYHKIIHOHHUPOBAHUS,
MPUHSITHE MEp 10 BOCCTAHOBJICHUIO OTKA3aBIIUX CPEJICTB U UX
TECTUPOBAHHE

OoAT.4 [Tepuonuyeckoe pe3epBHOE KOMMUPOBAHKE MEPCOHATBHBIX JaHHBIX Ha +
PE3CPBHBIC MAIIMHHBIC HOCUTEIIU IIEPCOHAIBHBIX JaHHBIX

OIT.5 ObecrieueHre BO3MOKHOCTH BOCCTAHOBIICHHSI IEPCOHATBHBIX JTaHHBIX +
C pe3epBHBIX MAITMHHBIX HOCHUTENEH IePCOHATBHBIX TAHHBIX
(pe3epBHBIX KOIUI) B TEYEHUE YCTAHOBICHHOTO BPEMEHHOTO
HHTEpBaia

XI. 3amuTa cpennl Bupryanusanuu (3CB)

3CB.1 Unentndurkanms u ayTeHTH(UKANNS CYyOBEKTOB AOCTYIIA 1 0OBEKTOB + + +
JOCTyIa B BUPTYaJbHOM HHPPACTPYKType, B TOM YHCIE
aJIMUHHCTPATOPOB YIIPABJICHUS CPEICTBAMU BUPTYAIN3aUH

3CB.2 VYipapiieHue T0CTYyIIOM CyObEKTOB JIOCTyIIa K 00bEKTaM J0CTYIIA B + + +
BUPTYaJbHON HHPPACTPYKTYPE, B TOM YHUCIIC BHYTPH BUPTYaJTbHBIX
MaIIiH

3CB.3 Peructpanms coObITHii 6€301aCHOCTH B BUPTYaIbHON + +
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UHpaCTPyKType

3CB.4 VYnpapnenue (GUIbTpanys, MapIIpyTU3anns, KOHTPOIb COSTUHEHUS,
OJITHOHAIpaBJICHHAsS Tepelada) MOTOKaMy HH(OopMauy MexLy
KOMITOHEHTaM{ BUPTYaIbHOW HHPPACTPYKTYPHI, 8 TAKXKE 10
NEPUMETPY BUPTYAJIbHON HH(PACTPYKTYPHI

3CB.5 JloBepeHHast 3arpy3Ka cepBepOB BHPTYaIH3AINH, BUPTYaIbHON
MalIuHbI (KOHTeHHepa), CepBEPOB YIIPABICHHS BUPTYaTH3aIHei

3CB.6 VYrpasiieHre nepeMeIeHueM BUPTYaJIbHBIX MAalIHH (KOHTEHHEPOB) U +
00pabaThiBaeMBbIX Ha HUX JaHHBIX

3CB.7 KonTpoins nienocTHocT BUPTyaIbHOM HH(MPACTPYKTYPHI U €€ +
KOH(pHUTYparmii
3CB.8 Pe3epBHOE KOMMPOBaHKE AaHHBIX, PE3EPBUPOBAHUE TEXHUUECKHX +

CPEJICTB, MPOTrPaMMHOTO 00ECTIEYCHUST BUPTYIbHOM
UHQPPACTPYKTYPHI, & TAKKE KAHAIOB CBSA3U BHYTPH BUPTYaTbHON

HHPPACTPYKTYPHI

3CB.9 Peanuzauus u ynpasiieHre aHTUBUPYCHOM 3allIUTON B BUPTyaJIbHOM + +
uHppacTpyKTYype

3CB.10 Paz0uenue BUpTyanbHOI HHPPACTPYKTYPBI HA CETMEHTHI + +

(cerMeHTHpOBaHKE BUPTYaIbHOW HHPPACTPYKTYPHI) IJisi 00paboTKH
MEPCOHANBHBIX TAHHBIX OTAEIHHBIM IOJIH30BATENIEM U (UJTH) TPYTIIOi
MOJIb30BaTENEH

XII. 3amura Texuuueckux cpeacts (3TC)

3TC.1 3amuTa nHpopMaIuu, 00padaThIBAEMON TEXHUYCCKUMHU CPEIICTBAMH,
OT €€ YTEUKH 10 TEXHHYSCKUM KaHajlaM

3TC.2 Opranuszanusi KOHTPOJIUPYEMOM 30HBI, B IIpesienax KOTOpOi
MOCTOSIHHO Pa3MeEIAl0TCs CTALMOHAPHBIE TEXHUIECKHE CPENICTBA,
oOpabatsiBaroe HHPpOPMAIHIO, ¥ CPEACTBA 3AILUTH HH(POPMAaLIUH, a
TaKXe cpeAcTBa obecneyeHns: GyHKIUOHUPOBAHUS

3TC.3 KoHTpons u ynpaBineHue Gpu3nIECKUM JOCTYIIOM K TEXHHUECKAM + + +
CpeJICTBaM, CPEICTBAM 3allUThl HHGOPMAIIMH, CPEICTBAM
obecriedeHus1 PyHKIIMOHUPOBAHMSI, @ TAKXKE B TIOMEICHHUS
COOPYKEHHS, B KOTOPBIX OHU YCTaHOBJICHBI, HCKITIOYAOIIHE
HECAHKIIMOHUPOBAHHBINA (PU3MUECKUI JOCTYI K CpeaicTBaM 00paboTKu
WH(POPMAIHH, CPEICTBAM 3aIIUTHI HH)OPMAIIMU U CPEACTBAM
obecniedeHus GyHKIIMOHUPOBAHHS MH()OPMAITMOHHOW CUCTEMBI, B
MTOMEIICHHS X COOPY’KEHUS, B KOTOPBIX OHU YCTaHOBIICHBI

3TC.4 Pa3Mmerienne ycTpoiicTB BeIBOJa (0TOOpakeHus) HHpOpMAaIHH, + + +
UCKITIOYAOIIee e¢ HECAHKIIMOHUPOBAHHBIA TIPOCMOTP

3TC.5 3amuTa OT BHEITHUX BO3ACUCTBUH (BO3ICHCTBHIA OKPYKAIOIIIEH
Cpe/lbl, HECTAOMIIEHOCTHU AJIEKTPOCHAOKEHMSI, KOHAUIIMOHUPOBAHUS U
WHBIX BHEITHUX (DaKTOPOB)

XIII. 3amuTa HHPOPMALMOHHOI CHCTEMBI, ee CPe/ICTB, CHCTEeM CBA3H U nepeaayn 1aHHbIx (3UC)

31C.1 Paznenenue B nHGOpMaLMOHHON cucTeMe (GYHKIHHA MO YIIPaBICHUIO
(aAMMHUCTPUPOBAHUIO) HHPOPMATIOHHON CUCTEMOH, YIPaBICHHUIO
(aAMMHUCTPUPOBAHUIO) CUCTEMOH 3aIUThI IEPCOHANBHBIX JaHHBIX,
¢yHKUMI 10 00pabOTKe MEPCOHATBHBIX TaHHBIX U WHBIX (QYHKLIWH
WHPOPMAITHOHHOH CHCTEMBI

3UC.2 [IpenoTBpaliieHre 3aAep>KKU UK IPEPHIBAHUS BBITTOTHEHHUS
MIPOIIECCOB C BBICOKUM MPHOPUTETOM CO CTOPOHBI IPOIIECCOB C
HU3KHUM MTPHOPHUTETOM
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3UC.3

O0ecrieyeHre 3alUThI MEPCOHANBHBIX JaHHBIX OT PACKPBITHUS,
MOIU(UKALWH U HaBSI3bIBaHHSA (BBOZA JIOXKHOW MH(OpMAIIMN) IIpH e
nepeaayde (MoAroTOBKE K Mepe/iaye) 1Mo KaHajlaM CBSI3U, MMEIOIIUM
BBIXO/| 33 IIPEIEIIbl KOHTPOJIUPYEMOM 30HBI, B TOM UUCIIE
OeCTIPOBOTHBIM KaHaJIaM CBSI3H

+

J’_

J’_

31UC.4

OOecrieueHne TOBEPEHHBIX KaHaIa, MapIIPyTa MEXIY
aJIMUHHCTPATOPOM, IIOJIB30BATENIEM H CPEACTBAMH 3aIIHUTHI
nHpopManuu (PyHKIUSIMU O€30IaCHOCTH CPEACTB 3aIUTHI
UHPOPMAIIH)

3UC.5

3anpeTr HeCaHKIIMOHUPOBAHHON yIaJICHHOW aKTHBAITUU BUACOKAMeED,
MUKPO(OHOB 1 MHBIX MTepH(PEPUITHBIX YCTPOUCTB, KOTOPBIE MOTYT
aKTUBHPOBATHCS YIAIEHHO, M ONIOBEIIEHHE MOJIb30BaTeNeil 00
aKTHBAIlUU TAKUX YCTPOUCTB

3UC.6

[lepenaya U KOHTPOJIb LIEIOCTHOCTH aTpUOYTOB 6€30MacHOCTH (METOK
0€301acHOCTH), CBA3aHHBIX C MIEPCOHATBLHBIMH JaHHBIMH, TP 0OMEHe
UMHU C UHBIMH HH(POPMAIIMOHHBIMU CHCTEMAMH

3UC.7

KOHTpOJb CAaHKIIMOHUPOBAHHOTO U MCKITIOYCHHUE
HECAHKIIUOHUPOBAHHOTO MCIIOIB30BAHUS TEXHOJIOTHH MOOUIBLHOTO
KOZIa, B TOM YHCJI€ PETUCTPAIUsl COOBITHI, CBSI3aHHBIX C
HCII0JIb30BaHMEM TEXHOJIOTMH MOOMILHOIO KOJIa, UX aHaIu3 U
pearupoBaHue Ha HAPYIICHUS, CBSI3aHHBIE C UCIIOJIb30BaHUEM
TEXHOJIOTHI MOOMIBLHOTO KO/1a

31C.8

KOHTpOJIb CAaHKITMOHNPOBAHHOTO U HCKIIIOYEHHE
HECAHKIIMOHMPOBAHHOTO MCIOJIB30BAHMS TEXHOJIOTHI Iepeiadl peyH,
B TOM YHCIIE PETHCTpaLysl COOBITHIA, CBSI3aHHBIX C UCIIOIb30BaHUEM
TEXHOJIOTHH TTepeadyn peyuu, NX aHaIIM3 U pearupoBaHue Ha
HapyIICHHUs], CBS3aHHBIC C HCIIOIb30BAHUEM TEXHOJIOTUI Nepeadn
pedn

31C.9

KoHTpoJb CAHKIIMOHUPOBAHHON U UCKITIOYEHUE
HECaHKIIMOHNPOBAHHON TIepefiaun BUACOMH(POPMAIINHY, B TOM YHCIIE
peructpanus coObITUI, CBA3aHHBIX C IIepeaayeil BuaeonHpopmanuy,
WX aHaJIN3 U pearupoBaHNe Ha HAPYIIECHYs], CBA3aHHBIE ¢ Iiepenadeit
BUACONH(OpMaLUU

3UC.10

[MoaTBepskaeHNE MPOUCXOKACHHUS NCTOUHUKA HH(OpMALINY,
IIOJIy4aeMOH B TIPOLIECCE ONPENEICHUS CETEBBIX aPECOB 110 CETEBLIM
VMEHAaM WJIH OIIPENEICHUS CETEBBIX UMEH I10 CETEBBIM aJpecaM

3UC.11

ObecneueHne MOATMHHOCTH CETEBBIX COSANHEHUH (CEaHCOB
B3aMMOJEHUCTBU), B TOM YHCIIE ATl 3aLIUTHl OT HOAMEHBI CETEBBIX
YCTPOMCTB U CEPBHUCOB

3UC.12

HckaroueHne BO3MOKHOCTH OTpHUILIaHWA ITOJIB30BATCIIEM Q)aKTa
OTIPAaBKU MEPCOHAIBHBIX JAHHBIX APYTOMY IOJIB30BATCIIIO

3UC.13

HckiroueHre BO3MOXKHOCTH OTpHULIaHHUA ITOJIB30BATCIIEM (baKTa
MOJIy4YCHUA NICPCOHAIBHBIX TAHHBIX OT APYI'Oro Mmojb30BaTCIIA

3UC.14

Hcnonb3oBanue yCTPOUCTB TEPMUHAIILHOTO JOCTYMA JUIsl 00paboTKu
MIePCOHANBHBIX JAaHHBIX

3UC.15

3ammra apXuBHBIX (ailoB, TapaMeTpOB HACTPOHKHU CPEIICTB 3aALIUTHI
MH(OPMAIMH U IPOIPAMMHOT0 00ECTICYEHHUS U MHBIX IaHHBIX, HE
MOJUIEKAIINX U3MEHEHHUIO B Mpoliecce 00paboTKU NepCOHANBHBIX
JaHHBIX

3UC.16

BrisBiienne, ananu3 u 0J0KUpOBaHUE B MH(DOPMAITMOHHON CUCTEME
CKPBITHIX KaHAJIOB Tepenadyn nH(OPMAIH B 00X0/] peamn30BaHHBIX
MEp WIK BHYTPH pa3pelICHHbIX CETEBBIX MPOTOKOJIOB
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3UC.17 Paz0uenue nHPOPMAIMOHHON CUCTEMBI HA CETMEHTBI + +
(cermMeHTHpOBaHKE MH(POPMALIMOHHON CUCTEMBI) M 00eCIIcUeHUE
3alIUTHI HIEPUMETPOB CErMEHTOB HH)OPMAIIMOHHONW CHCTEMBI

3UC.18 OO0ecnieueHne 3arpy3ku U UCIOJHECHUS ITPOTPAaMMHOTO 00ECTICUCHHUS ¢
MAIIUHHBIX HOCUTENICH MEePCOHATBHBIX JTAHHBIX, TOCTYIMHBIX TOIBKO
JUTS YTEHHS, ¥ KOHTPOJIb [[EIOCTHOCTH JAHHOTO TPOrPaMMHOTO
obOecreueHus

31C.19 W3omnsiiug mporeccoB (BBIMTOTHEHHE MTPOTPaMM) B BBIAECTICHHOMN
o0nacTv mamsTH

3UC.20 3amuTa GECTIPOBOTHBIX COSNHEHH, TPUMEHIEMBIX B + + +
MH(POPMAITIOHHOW CUCTEME

XIV. BoisiBjieHHe UHUHAEHTOB U pearupoBanue Ha Hux (MHIY)

MHII.1 OrnpezaeneHue 1L, OTBETCTBEHHBIX 32 BBISIBJICHUE UHIUACHTOB U + +
pearupoBaHue Ha HUX

MHIL.2 OO6Hapy>xeHHe, HICHTU(UKAIMS U PETUCTPALIUS HHIIUICHTOB

MHIIL.3 CBoeBpeMeHHOE HH(OPMHUPOBAHUE JIUII, OTBETCTBEHHBIX 32

BBISIBJICHUC MHIUJACHTOB U p€arupoBaHUC HA HUX, O BOBHUKHOBCHHUHN
HMHIOUACHTOB B HH(I)OpMaHHOHHOf/'I CHUCTEMC ITOJIB30BATCIIIMU U

aJMUHHACTPATOpaMHU

HHIL.4 AHanmu3 UHIUIEHTOB, B TOM YHCJIC OTPEIEIICHUE HCTOYHUKOB U + +
MPUYUH BOSHUKHOBEHUS HHIIMJCHTOB, a TAKXKe OI[eHKa UX
MOCJIEICTBUI

WHIIL.5 [IpunATHE MEp MO YCTPAHEHUIO NOCIEICTBUI HHIUACHTOB

MHIIL.6 IInanupoBaHKEe U NPUHATHE MEP IO NPEAOTBPALIEHUIO IIOBTOPHOTO

BO3HUKHOBCHUS HHIIMACHTOB

XV. Yupasjienue koHpurypauueit UHGoOpManMOHHOI CUCTEMbI U CHCTEMbI 3A1UTHI NEPCOHATBHBIX
AaHHbIX (YK®)

VYK®.1 Ornpenenenune NI, KOTOPBIM pa3pelieHbl JEHCTBUS 110 BHECEHUIO + + +
W3MEHEHHUH B KOH(UTYpaLyio HHHOPMAITMOHHOW CHCTEMbI U CUCTEMBI
3aIUTHI IEPCOHATBHBIX JaHHBIX

YK®.2 VYrpasieHre U3MEHEHUSIMUA KOH(UTypau HHPOPMaHOHHOH + + +
CUCTEMBI M CUCTEMBI 3aIIHUTHI IEPCOHAIBHBIX TaHHBIX

YK®.3 AHanu3 MOTeHINAIHHOTO BO3AEUCTBUS TNIAHUPYEMBIX H3MEHEHUIT B + + +
KOHGUTYpauy HHPOPMAIIMOHHON CHCTEMBI U CHCTEMBI 3aI[UThI
MIePCOHANFHBIX JaHHBIX Ha 00CCIICUCHNE 3aIIUThI TEPCOHATBHBIX
JTAHHBIX U COTJIACOBAHME U3MEHEHHI B KOHPUTYpaITuu
WH(POPMAITOHHOW CUCTEMBI C JOKHOCTHBIM JIUIIOM (paOOTHHKOM),
OTBETCTBEHHBIM 3a 00ecreueHre 0e30MacHOCTH IePCOHATBHBIX
aHHBIX

YK®.4 JlokyMeHTHpoBaHUe HHPOPMAIUK (1aHHBIX) 00 U3MEHEHUSX B + + +
KOHQHTYpauy HHPOPMAITUOHHON CUCTEMbI U CUCTEMBI 3allIHThI
MEePCOHANTBHBIX TaHHBIX

"+" - Mepa mo obecriedeHnI0 0€30MacHOCTH NMEPCOHANBHBIX JaHHBIX BKIIOYEHA B 0a30BbIH HabOp Mep
JUTSL COOTBETCTBYIOLIETO YPOBHS 3aIMILIEHHOCTH TEPCOHAIBHBIX JaHHBIX.

Mepsl 1o oOecriedeHnI0 ©€30MacCHOCTH MMEPCOHANBHBIX JIAHHBIX, HE O0OO3HAYeHHBIE 3HAKOM "+,

NPUMEHSIOTCS TIPY ajanTtaiuy 0a30Boro Habopa Mep M YTOYHEHHH aJlallTHPOBAaHHOTO 0a30BOro Habopa Mep, a
TaKXKe MPH pa3paboTKe KOMIIEHCHUPYIOIIUX MEp 10 00eCTIeYeHHIO 0€30ITaCHOCTH MEPCOHATBHBIX TaHHBIX.
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